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© An alarmmv rxft appeared Iast week befween
British and Amerxcan mtelhgence serv1ces mth
the Amencans leakmv detalf" fa securlty Cl’lSlS
at the Government Commumcatxoﬁ' Headquarters
- in Cheltenham. But many peopIe vull be equally
alarmed by the e\traordmary network of computer-
ised eavesdroppmg which the affalr ‘has }nvh-
lighted. Report by Lmda Melvern ‘and Mark
Hosenball in Washmgton" Phxlhp Kmvhtley-' and .

Nick Annmg in London /
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A FORMER United States
Treasury official telephoned
in London last
week. The friend asked how
things were. going. “I'm

doing a couple of freelance
jobs for Uncle. Sam,” the
former official’ said. iWhat
jobs?, his - friend -~ asked
There was a long sx]ence'
‘then the American replied:
“You don’t think I'm going
10 tell you that down an
open line to London do
}ou"‘”

His- caution “was under-
standable.’ Every trans-
atlantic call—indeed’ every
international and domestic
call which goes out over the
air-waves—must now be con-
sidered open to the eaves-
droppers: the US National
Security Agency . and
Britain’s Government Com-

Between them, these two in-
telligence-gathering. .

1he entire globe. ¢

* The scale of thexr eaves--.

dropping is stll -not recog-
nised by most people. Secret

ly, and almost thhout pro=.
(commun-. ’

* Comint”
mtelhgence) has
taken over the leading role}

test,

in espionage from *“ Hum-\,

int” (human intelligence, or
traditional sples) Technical ¢

advances since the Second”

World War have made Com-'
int,"as one British S1S officer
put it, “the majority ‘share-
holder - in 'British - intelli-

'gence.” Smx]ey lS out. -IBM

isin. oL
GCHQ—-—rthe acronymn is;
used * both ~for_ the ‘intelli-

gence -system and for vits -

headquarters at Cheltenham -
— is the post-war successor ~

to the Government Code'and
Cypher School, which pro--
.the  Allies: - with’
invaluable .information’ by.
intercepting  and breakmg
coded German mreless sxg-
nals. i

. Since 1947 when a secret
treaty, known as UKUSA,:
with -
he - 1wo.
networks+ thave - free]y ex
changed information.": The
closeness.of the relanonshxp
was described vividly~ “in
1969 by -a -director of GCHQ.

in a _pr]vale Jetter. 10 h:s

e R I
1R ,‘_» .

" Headquarters.’

-organ-. .
isations are able .-to momtor -

the,,

opposite.. number in.
America: - e e
" “Between. us we’ have’

ensured .that. the blankets

and sheeéts are more “tightly
tucked around the -bed in
which our. two sets’of people

lie and, like you I hLe 1t

that way”
. " This.

orgamsanons staggering

joint capacity to intercept

and decode signals:-

W -

'® GCHQ and NSA have ac-

" cess to intercepted messages
from all over-the world. In
partnership with similar
agencies in Canada, Austra-
lia, New Zealand and the
Nato countries, they monitor
military.and diplomatic mes-
sages-by radio, 'telex, tele-
type and microwavey, as well -
as ‘commercial : messages, -

satellite commumcanons and

1elephone calls.,

ot

i .

&
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e bedfe}low relat)on- .
‘ ship has been crucial to the’

. “key ”-word, ‘cover 11 acres:y,

@ In “The Puzzle P.alace”-

“a ‘history of NSA, author..
James Bamford tells how the

agency picked up_and trans--

scribed  the - radxote]ephoné

"“conversations. of "top.- Sov1et’

ofﬁcxals driving to the Krem-;
Jm in’ their ]lmousmes. A

lites. repornng from space,
to the construction: boss of .
a Soviet missile site in be-
-eria telephoning Moscow...-

‘@ In a rare statement about gwmg BI‘Jt]Sh negotzators an
) y "y

GCHQ-NSA . ab)hty -to read_
everythmg : passing -

across baroammg packl:'

1

~groups,. known terrorists and_

- the ‘Atlantic, an NSA officer-. e. GCHQ's *hstemng stanon.'
said two years ago: “ There in Hong.Kong — which-is
are three satellites over the:” part funded by. NSA -

Atlantic, . ‘each . capable of .-provided the Amencans
tfansmitting on’'about 20,000 with information about 1he
circuits. There are eight -Vietnamese . amtudel to.
transatlantic -cables with peace negotiations during:’
about 5,000 circuits. . the "Viernam war and. sup-:

We'

- plied intelligence. to :guide -
-US. bombers on raids. .over;
Hanoi. NSA,- for its. part,’
. kept Britain up to date onm™
Argentinian military® trafﬁc;
- during- the-Falklands war/
_The computers can look for -Both-agencies- gathered .ing

momtor them all e

-

~

& tomputers

pro-
‘*’rammed to -home .in -on a’
-sxgnal 4f +they . pick. up'- a

= these: :key words at the rate formauon on American antﬂ

of four million, characters a -war':: proiesters : between’

:isecond,:, which: means . that 1967 ‘and 11973 by listening

.. they. cou]d read and ‘index_ '»jio ~hbeir’ domesnc and inters’
¢ the average daily newspaper: nauona] phODE c‘a]ls& IR
. before; vou~could pronounce‘ - . k
] ns ntle. :

@ GCHQ and "NSA~ hav

“watch lists*® of- organisa-::
tions and.individuals whosel
communications .-are auto-y
matically. intercepted. Thesel
have included oil companies,
‘banks,” :commodity : dealers,
newspapers, * civil -:rights?
Jeaders,’ - radical - po}itical

Ovber' 1he years J.hé.refl;i—g
nons’hlp between-GCHQ and>
NASA s grew- 50 c]ose tha

their sympathisers; . embas-"
sxes,:txjade missions and some .

SPigovthe. other"sagency

Br:tam $ negotiations to join ¥ Thesel were: SU%O (semo;
e +:US iaison--"-officer) fan

the Common Market, GCHQ"; SUKLO . (senior- (UK)ha)sonf
read ;:ithel ‘traffic s .passing’: officer).’. . Personali ‘friend-3
between “our-.. prospective “+ships strengthened -the_ties.;
EU”OPEED ‘partners,? thus —In May, thls -yearithe retir-.
~ing NSA . directory Rear Ad-
‘miral :»Bobby’ Ray -Inman,
«flew to"London "as "the guest
sof the. ~present. head: of-

- ‘ et oW T

Y T T T T T T T T T

_‘llke 1t that way._

In _c'_bsier“ limes_ ra

you, ‘when the -Catons-were umxmd you for example "‘Sctween 1.15“- g
T we heVe ens ured‘!hat‘the blankels and ‘sheets are more Ughtly tucke
around 1he bed in. whxch our two sets of people lie and
llxhe “ines had not always been c!car Qha! was not -
" our fault -~ or so 1. sha]l always mah‘hsln‘ o~

: GCHQ dlreclor T "'h' UAS « cousxn

Approved For Release 2007/12/14 : CIA-RDP96B01172R000300030005-1

TC S ECTIT T T TR YO

":GCHQ,’ Sir- Brian“TO\"ey At-.
. the.dinner, a’'speaker men-
noned “1his very:speoal re~

’"]anqns'hlp e

“All-vof - thxs 4makes the -

d- 'breach that riow “appears to

i be openmg up bemeen rhe

like ‘you} Ry Ty

- ,_r-.ﬂq W\—-.,, he W

eh
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two - agenciesall “the'"“more o ) Peter Sullivan

striking. What has brought
them_ to “the point .where:
their%~  close . partnership
seemsin imminent danger of
coming-apac -

=~ THE" 5 ACCUSATIONS;,:. as.
~voiced. in- Washington Jlast
--week," were -that-GCHG had
.failed to provide NSA witha s , \
comprehensive ---damage| . 1t 8 b, - ) ' 10 :
-assessment - report - after..a i \ cheLTensan 2L -\ , S B

Soviet .spy-ring had been.un- VAP A A v N

. covered-.at -Cheltenham. and R ' ' e
~<that  repeated -requests” for’
% this had- met;with']- evasi%ns., o NN 2
. This specific complaint theny; 1 >~ : e’ ;
“broadened - intq - a;~generals N~ - .7 {UKUSA Pact 1847 AUS Secretary
rattack -on-GCBQ: security,”] ~ . ©- . -} links UK/USA/ Y - . f Defence LT .
~not only at ‘Cheltenhay;zbut?} = . Lok - | Australia/Canadaf . et - . .
‘ar’ its’ ‘overseas - .statonps. | - GE : Hato later ST TN
- GCHQ, the Americans -said, N TR D 8 M Cincluded 1 4 - @ & a2z | -
eaky- as “an, old e QESEOYE : B : T -
dseowti Tl ) R eR 8 an e A | Y -YF v V- i RN B
i rhe manner in which the ; Pl - CABINET OFFICE & e HATIONAL - - S ] -
:i‘article in : the- New::York X : {Joint Intelligence Committee) § XS ETEAY | SECURITY COUHCIL Soeoepe

Times — is significant. The's . S uomnes =5 '”"““"3‘%'1: = ey

New York Times reporter,.’ - 75 : ey
Philip Taubman who -regu-
~Jarly covers intelligence mat-
.. ters, insisted.last.week:that.
" the . story -.had- not: been
deliberately : fed_ 2o -him.
~:Tadbman..said be ‘had-been-
peaking .to an intelligence:
- 6fficial ~on~another ” marter:
" dnd,- as th@;)in(;ef.‘.’li(é!z.drﬁwf RS . g i R
7ito:a close, had :asked-whats .. GoHO is run and a feeline | .- The #liKelihood 'l ot

- Y ~~ +. GCHQ is.run and a fe g - ixelihood): ¥rthat:

.‘::-Mz_ash;ngtqng,t\knewc-,‘aboug_ﬁ f."that-Qif Sthe Briti(;h gfoszalrnnb- + GCHQ - awill: .release ;
lt'lux\nourﬁdA ]_g:iak_s-l;at, Che]fien_d-;j ‘»ment.was not prépared to g_amage assessmentreporf:is-, “GCHQ’.~ a111i-Sovier
- bam, The o c,{?_.rft.a_spgn led;)  “exercise more- control over-} [(18hly remote. But-the very ‘tion is 16 ‘mo SOvIer - opera-|
~with -sufficient'’in orgna?c)'n-“r . ‘GCHQ, fhen’ the=Americans § Pature .of >CGHQ’s “work | ‘and location ”mt.%;}_ Yolume !
.foxj,:Taubn:an:_“to_:‘rh_rr;_te..hl_l"gfghi “'were, Some. Washingron | aKes it possible to.deduce, ! .of radig traffic a dg haount.
_ dront-page’story.. 7] "-| “officials are-said to"regard ;n broad - terms, Swhat bas. | js coming‘fromanch where it
- Howevery~-our--.own-; e,“::’l - the. ‘current.- Cheltenham §. eal:ed:.{r.gm_.'Che]re'nham,.}jms -either rcan “be .7 an_%es m.’i
~ quiries. in *Washington-sug-'l - affair as an opportunity ‘to f° 5 3ts ~effects;.-and- 105} NSA had ez;rls,- ‘ff’r!;'m?'gf

ASTAKEN.OVEREZE |

ETECKROEOGY.F
: B

f-‘.;‘u‘\-"

R

18372 S0 the main™ fhrist ™ of !

_gest that ihe Jeak-to1he'New” - ‘press for a stromger Ameri.| “CXPIIRSWhY, the: British'd” Arsenti oo ararning of
“York Times was deliberate.| - ?ﬁcan say in UKI?SA. - | Bovernment >"has “been’ $¢. meg.g.miv"aa;;f;;f,gls":{‘s%‘,jg’;sf°'-
: : il ion'd

., There " has’-"been concern’! . - o oo .. g Teluctantto come clean with-
-in . American - intelligence-' s, What alarms British intel-} *the:*American —cbhsin??’.]‘t’h
“circles for-some time.about’ ;hgence -circles ls_ghe way |7 A T o
~the 'whole- way."in:-which’, ;‘};}r]e;aregme{;mn\sm;(‘)rksefn:r: ‘},' '
P P I : L - . '.', T oanvthe - .
| -differences of this nature in’ ,ﬁ:ﬁ“éﬁgg;*%ﬁ%?}p}g o Tdo' : SRR SRR
. the columns of the American |.diy’s »'majbr'éddéi%neés' - ﬁ':'
. press. Certainly “the result '?érs’la‘f'ecbﬂi'\jmter.ﬁased‘?yp d-’
" is that' relations’ between | are Tvirtually *“unbreakaf)? .
* British*  "and ~ American | True)"'what “dne com Utee.,.
_ Comint bosses are at their |-can construét :«fnotherlz:o L
lowest .point in. the history l"puter ¢an break domi bI:x]t-;
..of the UKUSA pact,.and the |[.1he time ‘takento-do this
current . NS A - director, then to evaluate the inform-
“Lieut-General " Lincoln .-D. "ation and distribute it often
Faurer;: who was appointed’, means that it is-6ut of date;
in March 1981, speaks to Sir. by-the time the relevant gov-
Brian Tovey-only in'terms of ;ernment department receives.

““lutmost fs)x‘malit'y Y. U iceives it The--Pentagon -wag-

. Y7 ..reading - NSA: intercepfs: of-
O . “Egyptian -.Syrian prepara-]

A ‘vons” for the* 1975 Middle!
“Easr-war two.days after the!
-war‘had- started; =~ 'ny '?~:-f‘~|

R RNEPPERPUEPSCI IS A e SULE AN

simply by thé increased vol-
ume of military radio traffic,’

F A seotv.n. | @nd changes ip the 1r i
Begi LB S ) ansmit- .
ALEAX -is. unh{'dy; tox - 1INg points made it possiblfe

.ot e

“primarily about .blueprints
“for .action.-All have .been
posturings-x.in'<.a" ~contest.,
LEvery -stance ‘taken - about.
virtually every ._policy . by
~evarv_nalitician>whether..in.]

S
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to dererminé not only which ™
units- were -involved but to

plot their movements.

' Russidn interest in Chelten- .
ham would probably be’in
}fqumg. “what was being
-targetted.”’. "in the Soviet
Union. Firstly, such.informa-

“tion would- have a broad
intelligence’ significance: -it
would reveal Allied “ areas
of interest” and therefore -
ignorance—=" they would not
need-to listen if they already
knew ”. Next, it would eriable -
the Soviet Union to take pre--
cautions against Comint sur-
veillance. :

_This turns out to be re-
markably simple. You simply
switch your communications
link from radio to an under-
ground . telephone or tele-
_printer line. In 1973, two Tai-

Jwanese- linguists defected

“from GCHQ in Hong Kong,

tinian
Falklands war were crucial
to British' success. We rely
on NSA .intercepts for econ-
omic intelligence — events
and intentions likely to affect
oil and . grain prices and
currency levels — important
in formulating government
economic ,strategy..

’Apart from a natural reluct-
ance to swallow a little pride

{not too hard to overcome

because NSA has had its spy
scandals) the most likely
reason is. a very practical

one. GCHQ was worried that’
NSA would - cut it off from
intelligence
. government considers vital
1o our.security. -

intercepts the

NSAwintercepts of Argen-
traffic during the

. .And the military core of

of the matter is probably
this — we rely on NSA for

" taking with them the infor- intelligence in- the “battle
smation that GCHQ had been aSamnst the JRA. NSA moni-
“monitoring radio traffic from | 10TS all communications

‘the Lop Nor nuclear site in
;China :and from Chinese
rockettesting - bases. This
monitoring ended overnight
,vghenx‘ the Chinese changed

‘secute . underground; <ables.;

It is.this sort”of inform-
ation—complex, highly tech-
nical, "and virtually incom-
_prehensible .to .anyone but

‘an expert—which_the.Rus- “o* BRI T A
S TasiLateslast week;¥as: senor ¢

-sians: wouldibe «seeking’ IE

between Ireland and Britain
and stores much of it on
computers. This can provide
the security authorities not
only with advance warning:

campaign,
an arta_c!c Ly e
(It may even be possible,

y. -picking -up -the r.a.dxo
“signal".the IRA 'sometimes

but clues after

2 "uses to-detonate a -‘bomb, ;10
turn=+the’ .-tables on

3 ,  the
‘bombers.'-and -explode the

> pomb-whilelit is still in their -
- Hands) o

“-

':f--lf,;‘_i'GCHQ,;}xas mot come
‘quite-clean -with the Ameri-
_cans about the Cheltenham
.affair, it was.probably with

* the rather:forlorn hope that

it could.contain ‘the scandal
and :maintain ‘the special
relationship. . The ploy has
"backred.. | . v o FC

* they-- were~ successful—and™ NSA officials 'went to:Chel-

the KGB believed the.inform-~

.ation—then . some._ of -the
“wavélengths GCHQ and NSA
~havefbeen monitoring 1n the 7

Soviet Union would go silent™-cause of -self-interest:. . =

as..ihe - Russians- re-routed
. theifiraffic,underground: - -
1. oy o~ - 3 N ———— .
2o .ﬁl T . derg e

‘WHY: DID Britain not.admit -
fo th€ Americans that. this 1s:
_what may have -happened?:

=t P ~./ Ty

ceraTy T TR N

tenbam for top-level discus-
“ sions,ihe signs were that the
Jong-term’ relationship was
no:doubt secure; if only be-

Buf-the next few amonths
will need some intense :dip-
Jjomatic:: activity before
GCHQ%:and. NSA -are com-

.fortably back .:;bet‘ween' the. ‘

" sheets-again. 7. 7L,

“their <communication link-1o. of,’ say “an IRA ~bombing
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